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SONICWALL> Network Security Appliance

7] A I Decrement IP TTL for forwarded traffic
Dashboard
» W ooem I™ Never generate ICMP Time-Exceeded packets
» & petwork
L Networ Dynamic Ports
» 1 wireless
» ™ SonicPoint Enable FTP Transformations for TCP port{s) in Service Object: |FTP j
# Firewal W Enable support for Oracke (SQLNet)

v Q8 Eiewal Settings
Advanced
BWM Source Routed Packets

Enable RTSP Transformations

Flood Protection
M Drop sourc

uted [P packets

Multicast

QoS Mepping Connections *

S5L Control
» 6) YoIP " Maximum SPI Connections (DPI services disab
P L© Anti-Spam " Maximum DPI Connections (DPI services enabled)
’ 6 VPN @ DPI Connections (DPI services enabled with additional performance optimizations)
» Y ssLven
. é e Access Rule Options

SELEEY Jaices I™ Force inbound and outbound FTP data connections to use the default port: 20

WAN Acceleration —
I apply firewal rules for intra-LAN traffic tojfrom the same interface

Jal g~

Log
IP and UDP Checksum Enforcement

I Enable 1P header checksum enforcement

I™ Enable UDP checksum enforcement

Must be >= 180
uppP

/

Defauk UDP Connection Timeout (seconds): |30

Network Security Appliance

> t:! Dashboard -
VoIP |
» = sysem s éttin gs
» @ etwork
- i Wireless m—
= Canc
N e _ Aczept Cancel
2 SonicPoint
» & Frewal General Settings
» Q8 Frewall Settings N
v &) wr W' Enable consistent NAT 1 don't know |
. 0 >
R SIP Settings
g
Call Status
must be off |
» Anti-Spam ™ Enable SIP Transfarmations - -
- g’
» VeN -

7 Permit non-SIP packets on signaling port

v

FuapeEas
%

™ Enable SIP Back-to-Back User Agent (B28UA) support

SIP Signaling inactivity time out (seconds) [

v

Secury Services

SIP Media inactivity time out (seconds): [

WAN Acceleration

v

Log Additional SIP signaling port (UDP) for transformations (optional): ]
H.323 Settings
W' Enable H.323 Transformations
~ Only accept ncoming calls from Gatekeeper

™ Enable LDAP ILS Support

H.323 Signaling/Media inactivity time out (seconds): !mD

Default WAN/DMZ Gatekeaper IP Address: 0.0.00
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Network Security Appliance

4 Q Dashboard pi
- Systel B
TSI Settings

» @ network

> Wireless
" wree @ Aczept Cancel

SonicPaink

! Firewal General Settings

Firewal Settings

VoIP I Ensble consistent NAT
Settin i
o SIP Settings
Call Status
» L© Anti-Spam ™ Enable SIP Transformations
4 G VPN I¥ Permit non-SIP packets on signaling port
> B4 ssiven
@ S ™ Enable SIP Back-to-Back User Agent (B2BUA) support
> & Users r
SIP Signaling inactivity time out (seconds): |
» G Security Services !
» & wWaN Acceleration SIP Media inactivity time out (seconds): |
> 54 Log Additional SIP signaling port (LDP) for transformations {optional): [
H.323 Settings
W Enable H.323 Transformations
I Only accept incoming calls from Gatekeeper
™ Enable LDAP ILS Support
H.323 Signaling/Media inactivity time out (seconds) BOD
Default WANJDMZ Gatekeeper IP Address: 0000
» B cantour
» B
Q. Access Rules
pe Ll
o
B Access Rules (ALL > ALL) Rens |1
Aivess Objec
S Al © Het vop-down &
' . e S2at
& v . 2 > Zone Pty Source Destanon Service Acton  Uses O Conmert Enable Cortgue
e
" X 4 A X0 Maragemes " ‘, ? o "
n A AL 10 Maraganen § H Manageser M ’ L] <
A x A1 10 Maragmmert | 195 Managemert a ? o "
X A AN X0 Maragavert TP Maragemert A 4 L] “
X " P P . A 4 2 )
" A 2ret L40) Sudret Lasarne . P ’ o J
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General | Gos

Settings
Action @ dlow © Deny © Discard
From Zone: | J

To Zone: |

Service: | Any

=
Source: [Any ~|
E
B

Destination: | Any

Users Allowed: |AII

Schedule: |Always an '|
Cormmert: |

¥ Enable Logging
¥ low Fragmented Packets

I™ Enable packet monitar

Ready
O Cancel Help

“ertig & Intermet 2~ Rioow -

[ —

[EP— -

SONICWALL>

Network Security Appliance

General Advanced | QoS

Advanced Settings / Must be >= 180 E

15 )
’3.T L
Number of connections alowed (% of maximum connections): 100

Threshold

I™ Enabie connection limit For each Destination IP Address Threshold

TP Connection Inactivity Timeout (minutes):

UEF Connection Inactivity Timeout (seconds):

I™ Enable connection limit for each Source IP Address

Log View

¥ Time + Priority Category Message

1 fglféugéucfuu Mlitice: Hetwork Access UDF packet dropped
z fglozop’ﬂrétl;n Mlatice Hetwork Access UDF packet dropped
3 fgl429p’0545'02524 hlatice Hetwark Access UDP packet dropped
4 fglfén;{ﬂ:ﬁs Hatice Hetwork Access UDP packet dropped
5 fgﬁ;uﬁt&u Mlitice: Hetwork Access UDF packet dropped
6 fglgzéugéuzsgg Mlatice Hetwork Access UDF packet dropped
7 fglﬂz;’ogéu;n hlatice Hetwark Access UDP packet dropped
& f?nzsfn;{n:zs Hatice Hetwork Access UDP packet dropped
9 fslaﬂugéugss Mlitice: Hetwork Access UDF packet dropped
1o fglgéu:éufm hlatice Hetwark Access UDP packet dropped
11 531229;014;‘03?36 hlatice Hetwark Access UDP packet dropped
1z fslzzénf‘{niz Hatice Hetwork Access UDP packet dropped
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Source

195,186,128, 16, 5060,
®l

199,168.138.231, 5061,

195,136,124, 16, 5060,
wl

195,156,128, 16, 5060,
®l

195,186,128, 16, 5060,
®l

195,186,128, 16, 5060,
3

195,136,124, 16, 5060,

195,156,128, 16, 5060,
®l

195,186,128, 16, 5060,
®l

195,186,128, 16, 5060,
3

195,136,124, 16, 5060,
®l

195,156,128, 16, 5060,
®l

Refresh Interval (secs) [10 Ttems per pa

Destination

109.164.155.92, 9710, X1

109.164,155.92, 5060, X1

109.164,155.92, 39974, X1

109.164,155,92, 9710, »1

109.164.155.92, 9710, X1

109.164,155.92, 12059, X1

109.164,155.92, 12059, X1

109.164,155,92, 9710, »1

109.164.155.92, 9710, X1

109.164,155.92, 9710, X1

109.164,155.92, 50875, X1

109,164 ,155.92, 28471, ¥1

Motes

UDP Part: 9710

UDF SIP

UDP Port: 39974

UDF Port: 9710

UDP Part: 9710

UDP Port: 12099

UDP Port: 12099

UDF Port: 9710

UDP Part: 9710

UDP Port: 9710

UDP Port: SOSFS

UDP Port; 23471



